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E U  Ge n er a l  Da t a  Pr o te c t i o n  R e gu l a t i o n  /   
F e d er a l  Da ta  P r o t ec t i o n  Ac t  

 
 
 
 
For the harmonisation of data protection in the EU, the EU General Data Protection Regulation (EU-
GDPR) has been adopted, on the basis of which the new Federal Data Protection Act (BDSG) has now 
been passed by the two houses of the German parliament – the Bundestag and Bundesrat – so that both will 
take effect from May 25, 2018. The entrepreneurs and companies concerned now have little time to adapt to 
the changes in the field of data protection and make appropriate adjustments.  
 

If your company obtains personal information about natural persons, such as their name, age, address, email 
addresses or date of birth, as well as their financial circumstances, salary or working hours, IP addresses or 
information from the use of cookies, you must comply with the new data protection regulations.  
 

With this information letter we would therefore like to provide you with a brief overview of the most important 
obligations under data protection law resulting from the new legal situation. Reasons: the entrepreneur has to 
provide proof that the data processing is being carried out lawfully, with the threat of serious penalties in the 
case of infringements!  
 

 

A short summary:  
 

- Personal data may only be processed if permission has been given by the person 

concerned, for example in the form of his or her consent.  

- Data may be collected only sparingly, i.e. limited to the extent that is necessary.  

- Data must be protected against unauthorised access.  

- At the request of the supervisory authorities and the persons concerned, information 

about the data must be provided at any time, i.e. within one month at the latest.  

- Data transfer to non-EU countries is subject to strict preconditions and must be regu-

lated beforehand with the company located abroad.  

- The Data Protection Officer must be actively notified to the supervisory authority.  

- Data breaches must be reported within 72 hours.  

 

 

1.) What is the aim and how is it to be achieved?  

The aim of the data protection regulations is to protect the privacy of natural persons, which is based on the 
fundamental right to informational self-determination. The protected persons may be both custom-
ers/consumers and the company's own employees. A further intention is to protect the free circulation of per-
sonal data.  
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The principles for the protection of the fundamental rights and freedoms of the protected individuals are de-
fined by Article 5 of the EU General Data Protection Regulation (GDPR) as the legality, good faith, transpar-
ency, purpose limitation, data minimisation, accuracy, storage limitation, integrity and confidentiality as well 
as the accountability of the data processing.  
 

 

2.) What applies and from when?  

The EU-GDPR will become directly applicable law in all EU member states from May 25, 2018 on. This 
means that everyone must comply immediately with this regulation or be able to invoke it, regardless of na-
tional laws. In addition, the new Federal Data Protection Act also applies from May 25, 2018 on, which es-
sentially implements and closely defines "opening clauses" of the EU-GDPR in national law.  
 

 

3.) Who is affected?  

Everyone, in particular every company, that makes use of the automated processing in part or in whole of the 
personal data in conjunction with the provision of goods or services in the EU or stores it in a file system. This 
also applies if the data collection or processing is carried out by an external service provider, which is then an 
"order processor". In this case the entrepreneur is obliged to conclude a contract with such an order proces-
sor in advance, in which precisely specified principles of the order processing procedure are defined for the 
purposes of data protection.  
 

Even if a company does not have a branch office in the EU or the data processing is carried out, for example, 
on a server outside the EU, these companies are subject to the regulation if the person whose data is being 
processed is located – or has been located in the past – within the EU. For this reason, these companies 
must appoint a representative in the EU who acts as a point of contact for the supervisory authority and the 
individual concerned in order to ensure the data protection level of the EU. Furthermore, a contractual 
agreement concluded in advance must ensure that the party who processes or stores the data outside the 
EU complies with the principles of the EU GDPR and the rights of the persons concerned are respected.  
 

 

4.) What does "processing personal data" mean?  

The term "personal data" refers to almost all information about a person, such as their name, postal address, 
e-mail, telephone number, bank data and much more. It is not permitted, for example, to process information 
such as someone's trade union affiliation or religious affiliation, unless this is required, for example, with re-
gard to the tax and social security laws which are to be fulfilled by the employer. 
 

If such data is recorded, evaluated or assigned to a particular category in any form – or simply deleted – it 
has already been "processed". Processing in this case means any "procedure performed with or without the 
aid of automated processes or any such series of processes in connection with personal data, such as the 
processing, recording, organisation, arrangement, storage, adaptation or modification, reading-out, 
querying, use, disclosure by transmission, dissemination or any other form of provision, reconcilia-
tion or linking, restriction, deletion or destruction", whether by means of electronic data processing 
(EDP) or in paper form.  
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5.)  Obligations for companies  

A series of new obligations may mean that companies have to reorganise their data protection procedures. 
As an infringement of these obligations can be penalised with fines of up to €20 million, it is advisable to take 
a close look at selected data protection requirements.  
 

The following applies: When personal data is being processed, the voluntary consent of the person affected 
with respect to the processing of his or her data has to be obtained in advance as a rule, and this individual 
must be informed at least of the purpose of the data processing and the right to withdraw the consent.  
 

 

a)  Disclosure and information requirements   

The entrepreneur must automatically inform the person concerned about the data processing as well 
as the purpose of the data processing, the legal basis of the data processing and his or her own con-
tact data, the contact data of the Data Protection Officer and the recipients of the data in order to en-
sure that the transparency requirement is satisfied. Furthermore, the person concerned must be in-
formed of the consequences (e.g. non-conclusion of the contract) if he or she does not make the re-
quested data available.  

   

In addition, each party concerned is entitled to request information from the company about the data 
processing, which must be submitted within one month of receipt of the application. Moreover, the 
individual concerned is to be provided with all of his or her recorded data in a structured, standard 
and machine-readable form.  
 

 

b)  Correction and deletion obligation  

If changes have occurred to the stored personal data, these are to be amended at the request of the 
person concerned. As a fundamental rule, the collected data must also be deleted after the termina-
tion of the business at the request of the person concerned, unless this is required for the enforce-
ment of a legal dispute or may be retained in accordance with a different legal provision.  
  

 

Obligation to create a directory and submit it to the supervisory authority  

If a company employs fewer than 250 people and the data processing does not represent a risk to 
the rights and freedoms of the individuals, the processing is only carried out occasionally and – by 
way of exception – does not contain data on, for example, an individual's trade union affiliation or re-
ligion, then it is not necessary to create a list of processing activities. Otherwise, this list must be 
drawn up and submitted at the request of the supervisory authority. The law stipulates that order 
processors must maintain a list of the activities carried out in all cases.  
 

It may be advisable under certain circumstances to maintain such a list voluntarily or to introduce 
similar processes in order to be able to satisfy the demands of the persons concerned under a) and 
b) promptly and without a large amount of effort.  
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d)  Security of the data processing (data protection by design and data protection by default) 
When personal data is processed, it must be ensured that the risks to the data in terms of quantity, 
scope and storage length are minimised from the outset by suitable technical and organisational 
measures and that the data is sufficiently protected, at least by pseudonymisation and encryption, 
access restriction, methods to ensure the technical resilience of the IT and software used, recovera-
bility, as well as regular checks and evaluations of the same.  
 

For this purpose there are to be certifications and recommendations from federal and supervisory 
authorities provided in the future in order to make it easier to show that the data protection regula-
tions are being complied with.  
  

 

e)  Data protection impact assessment  

With the data protection impact assessment, the entrepreneur is to check the legality of his or her 
data processing. If he or she arrives at the conclusion that the data processing is associated with a 
high risk – meaning potential physical, material or non-material harm to the person concerned – he 
or she must take technical and organisational measures to mitigate the risk. These risks may occur, 
for example, as a result of the extent (systematic and comprehensive evaluation of personal data or 
special categories of data) or the type of data collected, such as the video surveillance of publicly 
accessible areas.  
 

A positive and negative list of typical processes is created by the supervisory authorities and can 
then serve as a guide concerning whether a data protection impact assessment is required.  
  

 

 f)  Employees and data protection  

The German Data Protection Act stipulates that personal data may be processed for the establish-
ment, implementation or termination of an employment relationship or on the basis of specific legal 
regulations or by virtue of a collective agreement, a works agreement or service agreement (collec-
tive agreement), provided that this is necessary for this purpose. The corresponding consent of the 
person concerned is also required in this case and must be voluntary, i.e. it must not be submitted on 
the basis of the relationship of dependency under employment law.  
 

 

g)  Data Protection Officer  

If at least ten people are permanently engaged in a company in the automated processing of per-
sonal data or if a data protection impact assessment is to be carried out, a Data Protection Officer 
must be appointed. 
  
A Data Protection Officer can be any person who is able to demonstrate expertise in the field of data 

protection – both the company's own employees and external service providers. One new possibility 

is the option of appointing a Group Data Protection Officer.  

The contact data of the Data Protection Officer must be published and notified to the supervisory au-
thority.  
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h)  Reporting obligations  

Any infringement of the protection of personal data must be reported immediately to the supervisory 
authority and the individual concerned. The imposition of fines is possible in the case of an infringe-
ment.  
 

 

Our recommendation:  

Please carry out an immediate check of the need to adapt the procedures in your company to the future data 
protection regulations of the EU General Data Protection Regulation and the Federal Data Protection Act. We 
will be pleased to assist you with an analysis of the topic of data protection. Please contact us.  
 

 
 
 


